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Annual Health and Performance
Assessments of Guardian Sensors

Annual Service Included in a Yearly Subscription

Leverage our extensive experience with Nozomi Networks solutions to maximize your OT and loT
security: The IKARUS Health Check Package is specifically designed to assess and optimize
the security and efficiency of your Guardian OT security sensors.

Optimization based on best practices: Applies proven and recognized OT and loT security
practices, based on the combined expertise of IKARUS and Nozomi Networks.

Post-deployment services: Following deployment, we support you in refining your setup to
ensure maximum operational value.

With the IKARUS Health Check Package, we ensure that your systems not only meet current
security standards but also operate efficiently and in accordance with industry’s best practices.
This service is particularly aligned with compliance requirements such as the NIS2 Directive and
standards like IEC 62443 and ISO 27001.

Services Included in the IKARUS Health Check Package

v" Annual one-time operational and performance review per Guardian:
Comprehensive assessment of the functionality and performance of your OT security
systems.

v Sensor and data analysis: In-depth analysis of sensor performance and captured data
to ensure optimal operating conditions.

v Reporting: Delivery of a detailed final report outlining the security status of your OT
security sensors.

v Functionality check and Updates: Ensures all systems are up to date and operating
correctly.
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v Asset database cleanup: Review and cleanup of asset inventories to enhance system
performance and security.

v Alert review and optimization: Adjustment of alert rules to minimize false positives and
enable more focused monitoring.

v' Compliance checks: Verification of compliance with relevant standards and regulations,
including NIS2, IEC 62443, and ISO 27001.

Your benefits

v Compliance with current security standards and regulations: Ensure your systems
meet all legal and industry-specific requirements.

v Improved system performance: Regular reviews and optimizations keep your system
running at peak efficiency.

v Reduced risk: Minimize the risk of security breaches and operational downtime through
proactive system maintenance.

v" Detailed insights: Our final report provides deep visibility into the state of your OT security
sensors, enabling informed decision-making.

Complementary IKARUS OT Security Professional Services

» IKARUS Deployment Package

» IKARUS Advisory Meeting Package

» IKARUS Optimization Package

» IKARUS Service on Demand

» IKARUS 24/7 Maintenance and Emergency Support Package

Kontaktieren Sie uns:

Q. +43 1 58995-500
D} sales@ikarus.at

www.IKARUSsecurity.com/industrial-cyber-security

IKARUS Security Software GmbH | Blechturmgasse 11 | 1050 Vienna | Austria | Phone: +43 1 589 95-0
Email: office@ikarus.at | CRN: 64708i | Jurisdiction Vienna | VAT ID: ATU15191405 2/2


http://www.ikarussecurity./
mailto:sales@ikarus.at

	Annual Health and Performance Assessments of Guardian Sensors
	Services Included in the IKARUS Health Check Package
	Your benefits
	Complementary IKARUS OT Security Professional Services



